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1 Overview

1.1 Benefits

A Easy Backup of

1. Microsoft Exchange Server 2000 / 2003 / 2007

2. Microsoft SQL Server 7.0 / 2000 / 2005

3. Lotus Domino/Notes 5.0 or above

4. Oracle 8i or above

5. MySQL 3.2.4 or above

6. Windows System State

7. Outlook and Outlook Express (i.e. *.pst, *.dbx and *.wab)

8. Important personal settings, e.g. Desktop, Favorite, My Documents and History etc
9. Other common files (e.g. *.doc, *.xIs)

A Support backing up only changes within a file (using in-file delta technology)

A Support backing up of open files on Windows XP/2003/Vista (Volume Shadow Copy)

A Support backing up of Windows NTFS access privileges, Linux access privileges and modes, Mac OS
X metadata and resource forks

A Easy to use, deploy and maintain

1.2 Features

A (New in 5.5) Re-design of R-Backup Manager GUI

A (New in 5.5) Continuous data protection - start backup whenever afile is being modified

A (New in 5.5) Add options for user to choose to backup using 256-bit Encryption

A (New in 5.5) Add the functionality of "Backup and Sleep (Hibernate)" and "Backup and standby"

A (New in 5.5) Allow backup schedule to run every X minutes

A Full support of Microsoft Exchange individual email, contacts, calendars, tasks etc.

A Choose whether to restore fAfile permissionso during

A For ALocal Copyo backup, abilitypybatckugdnlpandskipthehet her t
offsite backup.

A Lotus Notes/Domino agent for Linux.

A Auto Upgrade Agent to automatically upgrade the client software.

A User configurable incremental / differential in-file delta backup mode (i.e. backing up only changes
within a file since the last incremental or full backup according to each user& preference).

A Allow in-file delta backup mode to be overridden by each user individually according to backup time
(e.g. enforcing full (or incremental or differential) backup of all files every Sunday or the 1% day of every
month).

A Volume Shadow Copy backup (i.e. backing up files even when they are exclusively open, e.g.
Outlook.pst).

A In-File Delta backup (i.e. backing up only changes within files).

A Off-line backup mode and logout backup reminder.

A Customizable backup schedule allows backups to be scheduled at any time.

A Compress and encrypt data automatically before sending them to the server (server stores only
encrypted data).

A Increment backup strategy ensures that only new or updated files are sent to the backup server.

A Support both full backup (database backup) and incremental backup (transaction log backup) for
Microsoft SQL Server 7.0/2000, Microsoft Exchange Server 2000/2003, Lotus Domino/Notes 5.0 and
Oracle 8i or above.

A Canintegrat e wi t h external AfOpen File Manager o to provi de

A Access backup data anytime, anywhere by using a web browser.

A Comprehensive backup report lists all files backed up. Backup report delivered automatically via email.

A Backup data are CRC validated before they are stored on server.

A Fully user customizable data retention policy allows users to have access to deleted files using the
least possible storage space on the backup server.

A Can select source backup files easily by using a backup filter, e.g. selecting all *.doc and *.xls in your
computer in a single operation.

A Run any custom OS commands before/after a backup job.

A Run on Windows, Mac OS X, Linux, NetWare, Unix and all other platforms supporting a Java2

Runtime Environment.
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b3

Periodic backup files validation on backup server ensures backup files are 100% valid and fully
restorable when needed.

1.3 Security

128-bit point-to-point SSL communication between server and client

Support HTTP/HTTPS Proxy and Socks v4/v5 firewall

Data are 128-bit/256-bit encrypted when stored on the backup server

Choice of different encryption algorithms, e.g. Twofish, Triple DES, Advanced Encryption Standard
(AES)

Choice of different encryption modes, e.g. Electronic Cook Book (ECB) and Cipher Block Chaining
(CBC)

An random initializing vector, salt and iteration count will be generated by the software automatically
for each file when encrypting your data

Each backup user can restrict online access to his files to his pre-defined list of IP addresses

> D> I

>

p>3
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1.4

System Requirements

Client-side applications

R-Backup T Windows 95 /98 1 Microsoft 1 Memory:
Manager / ME / NT / 2000 Exchange Server 0 128MB (minimum)
/ XP /2003 / 2000/ 2003/ 2007 o 256MB
Vista f  Microsoft SQL (recommended)
9 Linux kernel 2.4 Server 7.0 /2000 / 1 Disk Space:
or above 2005 o 110MB
T NetWare 5.1 or M Lotus Domino / 1 Network Protocol:
above Lotus Notes 5.0 or 0 TCP/IP (http/https)
1 Solaris 2.x or above
above 9 Oracle 8i or above
T AIX T MySQL 3.2.4 or
1 HP-UX above
1 FreeBSD 9 Outlook / Outlook
1 Mac OS X10.3 Express i.e. *.pst,
or above * dbx and *.wab
1 All other 9 Other common files
operating e.g. *.doc, *.xIs
systems that 1 Also supports
supports Java2 backing up of:
Runtime 0o Windows
Environment System State
1.4.0 or above (all platforms
except Vista)
o Windows NTFS
access
privileges
0 Linux access
privileges and
modes
0 MacOS X
metadata and
resource forks
i o o
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Installing R-Backup Manager

Before you can start backing up data to the Offsite Backup Server (BACKUP SERVER), you need to install the
Online Backup Manager (R-Backup Manager ) onto your computer.

2.1 Installing R-Backup Manager for Windows

1. Download the R-Backup Manager installer fromthe  website.
2. Follow the instru ctions on the installation wizard to complete installation

3. When finished, a new icon (  R-Backup Manager ) will be installed to the system tray (near the clock)
automatically and  R-Backup Manager  will be launched automatically.

4. (optional) Enter the backup server host name in the [Address] field and press the [Next] button.

5. If you don't have a backup account, register a trial user by the following steps

i. Enter the [Login Name], [Password] and [Confirm Password] of your choice

ii. Enter your [Email] in the text f ield provided
iii. Press the [Submit] button
iv. You should be logged to the backup server already (if the [Login Name] of your choice is already

taken by another user, try a different login name)

6. If you have a backup account already, select [already a user?] and logon to the server with your existing
username and password.

7. If this is your first time logging into the server, you will be guided to create a backup set

i Enter a backup set name of your choice in the [Name] field and choose the type of backup set in
th e [Type] field

ii. Select the files that you want to backup

iii. Setup the backup schedule by pressing the [Add] button (please note that you can add multiple
backup schedules to a backup set and please select the "Run scheduled backup on this
computer” checkbox if ~ you would like to run Continuous Data Protection (CDP))

iv. Setup the encryption setting for your backup set (if you don't know much about encryption, just
accept the default values here)

V. Press the [OK] button to complete the configuration of backup set Schedu led backup will run
automatically if you leave your computer on.

8. To run a backup immediately, click [Backup] button on the left panel, select the backup set and press [OK]
button.

9. Setup completed.
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2.2

Installing R-Backup Manager for Mac OS X

Expand the archi ve and run the installation wizard [ R-Backup Manager ] within the archive
Restart your Mac. Double click the desktop R-Backup Manager icon to start.
(optional) Enter the backup server host name in the [Address] field and press the [Next] button.

If youd on't have a backup account, register a trial user by the following steps
i Enter the [Login Name], [Password] and [Confirm Password] of your choice
i. Enter your [Email] in the text field provided
iii. Press the [Submit] button

iv. You should be logged to the backup server already (if the [Login Name] of your choice is already
taken by another user, try a different login name)

If you have a backup account already, select [already a user?] and logon to the server with your existing
username and password.

If this is you r first time logging into the server, you will be guided to create a backup set

i. Setup the backup schedule by pressing the [Add] button (please note that you can add multiple
backup schedules to a backup set and please select the "Run scheduled backup on t his
computer" checkbox if you would like to run Continuous Data Protection (CDP))

ii. Setup the encryption setting for your backup set (if you don't know much about encryption, just
accept the default values here)

iii. Press the [OK] button to complete the config uration of backup set

Scheduled backup will run automatically if you leave your computer on.

To run a backup immediately, click [Backup] button on the left panel, select the backup set and press [OK]
button.

Setup completed.
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2.3 Installing R-Backup Manager for Linux/Unix/Solaris
Linux_

1. Unpack the install file to /usr/local/obm
# mkdir /usr/local/obm
# cd /usr/local/obm

# gunzip obm -nix.tar.gz
#tar -xfobm -nix.tar

2. Install R-Backup Manager
# .Ibin/install.sh >install.log
All installation information can be found in the file "install.log"

The backup scheduler and autoupgrade services are automatically installed. Backup sets can now run at
their scheduled times automatically. *

3. Please go to X Window or command line mode to continue installation.

Solaris

1. Download the R-Backup Manager tarball release fromthe website.

2. Unpack the install file to /usr/local/obm
# mkdir /usr/local/obm
# cd /usr/local/obm

# gunzip obm  -nix.tar.gz
#tar -xfobm -nix.tar

3. Remove bundled jvm
#rm -rf /usr/local/obm/jvm
4. Install J22SE Java Runtime Environment (JRE) 1.4.x or later to /usr/java
5. Create a symbolic link for JRE
#In -s/usr/fjava /usr/local/obm/jvm
6. Setthe JAVA_HOME environment variable

# JAVA_HOME=/usr/java; export JAVA_HOME

7. Install R-Backup Manager

# ./bin/ install.sh >install.log
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All installation information can be found in the file "install.log"

The backup scheduler and autoupgrade services are automatically installed. Backup sets can now run at
their scheduled times automatically. *

8. Please goto X Window or command line mode to continue installation.

BSD

1. Download the R-Backup Manager tarball release fromthe website.

2. Unpack the install file to /usr/local/obm
# mkdir /usr/local/obm
# cd /usr/local/obm

# gunzip obm -nix.tar.gz
#tar -xfobm -nix.tar

3. Remove bundled jvm

#rm -rf /usr/local/obm/jvm
4. Download J2SE Java Runtime Environment (JRE) 1.4.x or later

Depending on your platform and BSD release, download the corresponding JRE and dependant packages.
For example, we are using FreeBSD 6.1 i386 for inst allation:

Download javavmwrapper  -2.3.tbz and diablo -jre -freebsd5.i386.1.5.0.07.01.tbz in the following links.

http://www.freebsd __-fr.org/ports/java.html#javavmwrapper -2.3
http://www.freebsdfoundation.org/downloads/java.shtml
http://www.freebsd.org/ports/java.html#diablo -jre-1.5.0.07. 01 3 (See package dependancy of your
machine)

5. Install J22SE Java Runtime Environment (JRE) 1.4.x or later to /usr/local/diablo -jrel.5.0

Use following command to install package
# pkg_add javavmwrapper -2.3.thz
# pkg_add diablo -jre -freebsd5.i386.1.5.0.07.01. thz

6. Create a symbolic link for JRE

#In -s/usr/local/diablo -jrel.5.0 /usr/local/obm/jvm

If you are using csh as your shell, you need to type “rehash" and hit enter to make the symbolic link take
effect. For other shell types it should work.

# setenv JA VA_HOME /ust/local/obm/jvm
7. Verify the installed JRE
$JAVA_HOME/bin/java 1 version

See if the output does not contain warning

With warning

Java HotSpot(TM) Client VM warning: Can't detect initial thread stack location java version "1.4.2_12"
Java(TM) 2 R untime Environment, Standard Edition (build 1.4.2_12 -b03)

Java HotSpot(TM) Client VM (build 1.4.2_12 -b03, mixed mode)
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Without warning
java version "1.5.0"

Java(TM) 2 Runtime Environment, Standard Edition (build diablo -1.5.0 -b01)
Java HotSpot(TM) Client V. M (build diablo -1.5.0_07 -b01, mixed mode)

Install R-Backup Manager
# .Ibin/install.sh >install.log

All installation information can be found in the file "install.log"

Install the backup scheduler and autoupgrade services
Add two entries to system file / etc/rc.conf for auto starting backup scheduler and autoupgrade agent.

# obmaua_enable="YES"
# obmscheduler_enable="YES"

Restart computer or run the following scripts

# lusr/local/etc/rc.d/obmscheduler start &
# [usr/local/etc/rc.d/obmaua start &

The b ackup scheduler and autoupgrade services are automatically installed. Backup sets can now run at
their scheduled times automatically. *

10. Please go to X Window or command line mode to continue installation.

X-Windows

1.

Set the DISPLAY environment variables
Linux / Unix (sh, bash): DISPLAY= IP_ADDRESS_OF_XTERMINAL [:0.0]; export DISPLAY
For example

DISPLAY=:0.0; export DISPLAY
or DISPLAY=127.0.0.1; export DISPLAY
or DISPLAY=127.0.0.1:0.0; export DISPLAY
or DISPLAY=192.168.0.2; export DISPLAY
or DISPLAY=192. 168.0.2:0.0; export DISPLAY

BSD (csh): setenv DISPLAY  IP_ADDRESS_OF_XTERMINAL [:0.0]
For example

setenv DISPLAY :0.0
or setenv DISPLAY 127.0.0.1
or setenv DISPLAY 127.0.0.1:0.0
or setenv DISPLAY 192.168.0.2
or setenv DISPLAY 192.168.0.2:0.0

Run Onl ine Backup Manager

# sh /usr/local/obm/bin/BackupManager.sh &
(Optional) Enter the backup server host name in the [Address] field and press the [Next] button.

If you don't have a backup account, register a trial user by the following steps

i. Enter the [Log in Name], [Password] and [Confirm Password] of your choice
ii. Enter your [Email] in the text field provided

iii. Press the [Submit] button

iv. You should be logged to the backup server already (if the [Login Name] of your choice is already
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taken by another user, try a different login name)

5. If you have a backup account already, select [already a user?] and logon to the server with your existing
username and password.

6. If this is your first time logging into the server, you will be guided to create a backup set

i Enter a backup set name of your choice in the [Name] field and choose the type of backup set in
the [Type] field

ii. Select the files that you want to backup

iii. Setup the backup schedule by pressing the [Add] button (please note that you can add multiple
backup schedul es to a backup set and please select the "Run scheduled backup on this computer"
checkbox if you would like to run Co ntinuous Data Protection (CDP))

iv. Setup the encryption setting for your backup set (if you don't know much about encryption, just
accept the default values here)

V. Press the [OK] button to complete the configuration of backup set

7. Torun a backup immediately, click [Backup] button on the left panel, select the backup set and press [OK]
button.

8. Setup completed.

Command Line Mode

1. Usethe webinterf ace to add, update and remove backup sets

i If you want to update a backup set, make changes to a backup set and press the [Update] button
Enter your [Email] in the text field provided

ii. If you want to add a new backup set, click the [Add] link

iii. If you wantt o remove a backup set, Select the backup set to be remove and click the [Remove]
link

2. Using Backup Configurator

# sh /usr/local/obm/bin/Configurator.sh

3.  Enter your Login Name, Password, Backup Server URL and proxy setting as shown below

Login Name: userXX X
P aSSWO rd kkkkkkkkkkkkkkkkkkk
Backup Server URL:  xxx.yyy.com

Which Protocol ? (1) Http (2) Https : 1

Use proxy ? (Y)es or (N)o : Y

Proxy Type ? (1) Http/Https Proxy (2) SOCKS : 1
Enter proxy server : aaa.bbb.com

Enter proxy port : XXX
Enter proxy usernam e (optional) :  administrator
Enter proxy password (optional) : Fkkkkkkkkkkkokk

4. If you have created a new backup set using the web interface, you set the encrypting key, the encrypting
algorithm and the encrypting mode of this backup set by following in structions below.

Important: You cannot change these parameters once they are set

Found new backup set 'xxx'
Please enter the following values for this backup set:

Encrypting Algorithm ?

(1) Twofish (2) AES (3) Triple DES (4) No encryption : 1
Encryptln g Key kkkkkkkkkkkkkkkkkkk

Re_ Enter EnCI’yptlng Key Kkkkkkkkkkkkkkkkkkkk

Encrypting Mode ? (1) ECB (2) CBC : 1
Run scheduled backup on this computer ? (Y)es or (N)o : Y

5. If you want to make any changes to the setting above, you can use the main menu below to do so.
Main Menu:
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(2). List Backup Setting

(2). Change Password

(3). Change Network Setting

(4). Change run scheduled backup setting

(5). Toggle Masked Field (Password, Encryption Key)
(6). Generate Configuration Report (text format)

(7). Q uit

Your Choice:
6. You can then run a backup by executing the command below.
# sh /usr/local/obm/bin/RunBackupSet.sh [BACKUP_SET]

where [BACKUP_SET] is the name of backup set to be run

7.  Setup completed.

* The backup scheduler and autoupgrade services are verified to install successfully on Solaris, FreeBSD and all
major Linux distributions. If these services for other platforms cannot be installed, please refer to the specific OS
manual for further information.
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the [Type] field
ii. Select th e files that you want to backup

iii. Setup the backup schedule by pressing the [Add] button (please note that you can add multiple
backup schedules to a backup set and please select the "Run scheduled backup on this
checkbox if you would like to run Continuous Data Protection (CDP))

iv. Setup the encryption setting for your backup set (if you don't know much about encryption, just
accept the default values here)

V. Press the [OK] button to complete the configuratio n of backup set

11. To run a backup immediately, click [Backup] button on the left panel, select the backup set and press [OK]
button.

12. Setup completed.

Userbs G
2.4 Installing R-Backup Manager for Netware
1. Downloadthe R-Backup Manager zip release fromthe website.
2. Expand the zip file to SYS:  \R-Backup Manager
3. Install R-Backup Manager
SYS:\> SYS:\OBM\aua\bin\install -aua.ncf
4.  Start Auto Upgrade Agent
SYS:\> SYS:\OBM\aua\bin\startup.ncf
5. If you want scheduled back  up to run automatically, you must start the backup scheduler by
SYS:\> SYS:\OBM\bin\ Scheduler.ncf
All backup sets will now be run at their scheduled times automatically.
6. Open R-Backup Manager by running SYS: \R-Backup Manager \bin\RunBackupManager.ncf
7. (Opt ional) Enter the backup server host name in the [Address] field and press the [Next] button.
8. Ifyou don't have a backup account, register a trial user by the following steps:
i Enter the [Login Name], [Password] and [Confirm Password] of your choice
ii. Enter yo ur [Email] in the text field provided
iii. Press the [Submit] button
iv. You should be logged to the backup server already (if the [Login Name] of your choice is already
taken by another user, try a different login name)
9. If you have a backup account already, select [already a user?] and logon to the server with your existing
username and password.
10. Ifthis is your first time logging into the server, you will be guided to create a backup set
i Enter a backup set name of your choice in the [Name] field and choose the typ e of backup set in

Page 15 of 124



—
R-Backup R-Backup Manager v5.5

QOnline Datensicherung

Userd s

Gl

Uninstalling R-Backup Manager

This section describes the steps required to uninstall R-Backup Manager fro m your computer.

3.1 Uninstalling R-Backup Manager for Windows

1. Open [Start] ->[Control Panel] ->[Add/Remove Programs]

2. Select[ Online Backup Manager ] from the list and press the [Remove] button

3.2 Uninstalling R-Backup Manager for Mac OS X

1. Remove all program files by running

# cd $OBM_HOME/bin
# sudo ./uninstall.sh

2. Remove all backup setting by removing ~/.obm

#rm 7 rf~/.obm

3. Restart your computer

3.3 Uninstalling R-Backup Manager for Linux/Unix/Solaris

1. Run the uninstall scripts
# sh /usr/local/obm/bin/uninstal l.sh

Removing Scheduler from service using script name obmscheduler
Using init script path /etc/init.d

Using run level script path /etc/rc.d

Removing symbolic link from run levels

Removing script file obmscheduler from /etc/init.d

Shutting down AutoUpdate  Agent

Waiting 5 seconds for AutoUpdateAgent to clean up
Removing AutoUpdateAgent from service using script name
Using init script path /etc/init.d

Using run level script path /etc/rc.d

Removing symbolic link from run levels

Removing script file obmaua from /etc/init.d

Online Backup Manager uninstall service is complete!

It is now safe to remove files from /usr/local/obm

2. Remove installed files and all application data

#rm  -rf /usr/local/obm
#rm -rf ~/.obm

3. Uninstall completed

3.4 Uninstalling R-Backup Manager for Netware

1. Stop the running backup scheduler by running

SYS:\>touch SYS: \OBM\ipc\Scheduler \stop

2. Stop the running auto upgrade agent by running
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SYS:\> SYS: \OBM\aua\bin\ shutdown.ncf
3. Remove all program files by removing the directory SYS:\0OBM

4. Remove all backup settings by removing the directory SYS:\.0OBM

Page 17 of 124



o~
R-Backup R-Backup Manager v5.5

QOnline Datensicherung Userd s G

Using R-Backup Manager

This chapter will describe all the features available in  R-Backup Manager and outline how you can use R-Backup
Manager to meet various backup needs.

4.1 System Tray Launcher (Windows Only)

After you have successfully installed R-Backup Manager onto your computer, an R-Backup Manager icon will be
added to the system tray area (next to your system clock) automatically.

Open

Backup

Backup and Logoff
Backup and Restart
Backup and Shutdown
Backup and Standby
Backup and Hibernate

Help
Stop Running Backup. »

Exit

This ico n is the entry point to R-Backup Manager . Right clicking the icon will show a menu that provides the
following functions:

Menu Item What it does

Open Run R-Backup Manager .

Backup Runs a specific backup set (or all backup sets) chosen from the sub -
menu in silent background mode.

Backup and Logoff Runs a specific backup set (or all backup sets) chosen from the sub -
menu in silent background mode and then logoff from Windows  when
finished.

Backup and Restart Runs a specific backup set (or all backup sets) ¢ hosen from the sub -
menu in silent background mode and restart Windows  when finished.

Backup and Shutdown Runs a specific backup set (or all backup sets) chosen from the sub -
menu in silent background mode and shutdownth e computer when
finished.

Backup an d Standby Runs a specific backup set (or all backup sets) chosen from the sub -
menu in silent background mode and enter the Standby mode of
Windows .

Backup and Hibernate Runs a specific backup set (or all backup sets) chosen from the sub -
menu in silent background mode and enter the Hibernate mode of
Windows .

Help Show s a help dialog

Stop running backup Interrupt s a running backup set (or all backup sets) chosen from the
sub-menu.

Exit Close this system tray launcher application
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4.2 Logon Dialog

Before y ou can use R-Backup Manager , you have to be authenticated by BACKUP SERVER first. The logon dialog
shown below will check if you have the right to access R-Backup Manager by submitting the username and
password you provided to the backup server.

? R-Backup Manager
6) R-Backup
Ot Ootmmsicbarnty

Login Name : | demo

Password :
Save password
@ Forgotyour password?
s Language
English -

[g Backup Server
https ¥ | rh3.r-hackup.de ¥

U= Proxy Setting
Use proxy to access the backup server

oK 2 Cancel £3 | = Options

For secure communication, you can choose to communicate with BACKUP SERVER in SSL (Secure Socket Layer) by
selecting the [https] option.

The [Address] field  shows the network address of BACKUP SERVER to wh ich R-Backup Manager will connect to
authenticate your username and password.

If you need to connect to the server through proxy, just enter your proxy setting in the [Proxy Setting] section.

For [SOCKS] proxy, both v4 and v5 without user authentication a re supported.
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4.3 Language Selection

You can switch the language of the R-Backup Manager user interface by choosing the desired language available
from the [Language ] drop down list. The languages available include s English, Czech, Danish, Dutch, French,
Spanish, Portuguese, Icelandic, Norwegian, Finnish, ltalian, German, Swedish, Chinese (Traditional and Simplified),

Japanese , Lithuanian and Slovenian.

R-Backup Manager

@ R-Backup
Omica Carmsvictaning.
Login Name : | demo
Password :
|” Save password
@ Forgotyour passward?
= Language
English =
Eno -
Brnrapcky f
Catala |
(Cesky
Dansk
Deutsch
EMNVIKG
Espafiol v
oK Cancel 2 = Options

4.4 Main Window

Press [OK] to logon. After the back up server authenticates you successfully, the R-Backup Manager main window
appears.

R-Backup Manager
@ R-Backup Language : |English D Save Setting é,/ Quit

‘ Summary {test1 2)
= Backup
| 4 % Quota Usage

Used : 030G (0%)

l,.-» Restare Data: 0 (0file)
4 Recycle Bin: 0 (0file)

i Statistics
Total Backup : 0 (0file) Backup Log B
Total Restore : 0 (0file) Restore Log [

43 LastBackup
MNo hackup log found
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45 User Profile

2
You can then use R-Backup Manager to update your user profile. Pressthe ' button to open the [User Profile]
dialog.
R-Ba p Manag
6) R-Backup Language - English - l::l Save Setting Q Quit
t"' Backup
L4 % Quota Usage
Used: o/
1 . User Profile
¥ Restore Data: 0
y Recycle Bin 0 (B 24 User Information
Login Name :  test12
o Statistics 2
Display Name : 1
Total Backup: 0 MY e
Password : R Change & 2
Total Restore: 0 )
W) Save password
&» LastBackup =
Kein Backup Log 3 Contact
demo@demo.com
Name: demo
Email . demo@demo.com
Add [~ Remove [ Properies &
@ Time Zone
|GMT+01:00 {CEST)
T kO
@ WO @

You can perform the following update to your user profile.
To change your [Display Name], enter the new display name in the [Display Name] field and press [OK].

To change your [Password], press the [Change] button next to the password field. A [Change Password ] dialog will
appear. Enter your original password and new password into the text field of this dialog and press [OK].

Change Password 3 x|

= Password

Old Password : R
New Password : SEii
Confitm New Password : |+

OK @ Cancel

To change your [Time Zone], just select your time zone from the drop down list next to the time zone entry.

To add a new contact email to this account, press the [Add] button in the [Contact] section. A [Add New Contact]
dialog will appear. Ent  er a name and an email address in the text field provided and then press the [OK] button.

Add new contact N x|

[ Contact
Name : | Backup Demonstration
Email: |demo@demoemail.com|

oK Cancel

To remove a contact email, select the email that is to be removed from the email list and press the [Re move]
button. Press [OK] to confirm the removal.
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To update a contact email, select the email that is to be updated from the email list and press the [Properties]

button. A[ Properties ] dialog will appear. After you have made the changes that you want, pre

Properties {demo@demoemail.com) 5[

[ Contact
Name : | Backup Demonstrator|
Email . | demo@demoemail.corm

OK Cancel &3

4.6 Backup Logs

All backup activities are logged to backup activity log files. They are available for reviewing from
Manager .

How to review backup activities?

You can review all your backup J  Backup Server by
1. Press the [Backup Log] button on the R-Backup Manager main window.

2. Selectthe Backup Set you wanttoreview from the [ Backup Set ] drop down list.

3. Selectthe Backup Job you want to review from the [Log] drop down li st.
Backup Set: New Backup Set |«
Log: 2008/08/11 15:43:33 » Show : |All v
Type 2008/08/11 15:43:33  ~ Log Time
200 (REREREN v Copy Set .. 2008/08/11 15:43:33 -
# Shadow Copy Set successfully created 2008108111 15:43:37
# Downloading server file list 2008108111 15:43:41
# Reading backup source from hard disk ... 2008108111 15:43:41
# Downloading server file list ... Completed 2008108111 15:43:41
# Reading backup source from hard disk ... Completed 2008108111 15:43:41
¥ Getting all files which have been added 2008108111 15:43:41
@ Getting all files which have been added ... Completed 2008108111 15:43:41
# Getting all files which have been updated 2008108111 15:43:41
i Getting all files which have heen updated ... Completed 2008/08/11 15:43:41
¥ Getting all files which have been deleted 2008108111 15:43:41
¥ Getting all files which have heen deleted ... Completed 2008/08111 15:43:41
@ Getting all files which have been moved 2008108111 15:43:41
@ Getting all files which have heen moved ... Completed 2008108111 15:43:41 A
¥ Total NewFiles=10 2008/08/11 15:43:41 \
# Total New Directory=0 2008108111 15:43:41 |
@ Total Updated Files=0 2008/08/11 15:43:41
i Total Deleted Files =0 2008/08/11 15:43:41
i@ Total Delete Directory=10 2008108111 15:43:41
P Total Moved Files=0 2008/08/11 15:43:41
# Total Update File Permission=10 2008108111 15:43:41
@ Deleting Shadow Copy Yolume for"C:\" 2008/08/11 15:43:43
¥ Startrunning post-commands 2008108111 15:43:43 =
- Cinichad runnina noct cormmande ANNOMNOMA 1R:-42:42
Logs perpage : 50 v Page: 151 | =
Close £3

ss the [OK] button.

R-Backup
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Setting Up Backup Sets

A backup set contains all backup settings of a backup operation. This section will describe all features available
within a backup set and explain how you can use each of them to achieve various tasks.
Each backup account can have multiple backup sets. Each backup set is an individual and independent  entity . For

example, if you want one directory to be backed up during the day and another directory to be backed up during
the night, you can create two backup sets, each with a different backup schedule and backup source, to serve this
need.

Jez
To start setting up b ackup set s, click the ' putton to open the [Backup Setting] dialog. Asan exampl e,
create a fFi | eforBareskoltiis clkapter.o

BackupSetting x|
= ‘THT‘ General
M ceneral [ Backup Set
Name :
M = -
Backup Source Type: File Backup

\/ Backup Schedule B User Authentication far Windows

‘(]; Enctyption Domain :
User Name :
@ Continuous Data Protection —_—

[}, In-File Delta

& Retention Palicy
Backup Filter

%> Command Line Toal

#2. Extra Backup

5 9 Local Copy

Options

OK Cancel £3

On the left panel, press the button to create a new backup set.

5.1 Backup Set Type

New Backup Set Wizard i 5]

[ Backup Set

Name: New Backup Set

Type: |File Backup i
File Backup

Lotus Domino Server Backup

Lotus Notes Client Backup ‘
MS Exchange Server Backup

MS Exchange Mail Level Backup

MS SQL Server Backup

MySQL Backup

Oracle Database Server Backup

B

Next » Cancel
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A backup set can be of one of the following types:

Backup Type Description
File Backup set type to backup common files/directories
Lotus Domino Server Backup set type to backup Lotus Domino
Lotus Notes Client Backup set type to backup Lotus Notes
MS Exchange Serv er Backup set type to backup Microsoft Exchange Server 2000 /2003
/2007
MS Exchange Mail Level Backup set type to backup individual emails, contacts, calendars,
tasks etceteras from Microsoft Exchange Server 2000 /2003 /2007
MS SQL Server Backup sett ype to backup Microsoft SQL Server 7.0  / 2000 /2005
MySQL Server Backup set type to backup MySQL Server
Oracle Database Server Backup set type to backup Oracle 8i/9i /10g database
System State Backup set type to backup Microsoft Windowds Sy

Backup set type is defined at backup set creation and cannot be modified. If you want to change the backup set
type, you have to create another backup set in the new backup set type

5.2 Backup Source

A fi Bckup Source 0 defines the files/directories that are to be included in a backup set. There are two types of
backup source: Selected and Deselected. Selected backup source defines files/directories that are to be included in

a backup set while deselected backup source defines files/directories that are to be excluded from a backup set. R-
Backup Manager will generate appropriate backup source setting for you automatically when you make your

backup source selection.

Pl ease note that for Windows operating systems, i f ed)ed fisHe tdtei npg oit
enabled for the file explorer, system folders/files will not be shown in the backup source. By selecting the parent

folders however, all subfolders (including system folders/files) will be included in the backup set. Thus if you want

to exc lude system folders (e.g. recycle bin) from the backup, please select the desired folders/files directly rather

than selecting the parent folder. Alternatively, you can enter the corresponding system path to the [Exclude List]

of the backup set using the w eb interface.

On the first screen of the dialog , you can easily select the following common folders to be backed up:

1. fiDesktop © folder

2. fiMy Documents 0 folder
3. fiFavorites 0O folder
4. fi0utlook 6 and AOutlook Express o mail store folder

New Backup Set Wizard x|

(& Desktop

) My Documents

O

@

¥ ¢ Favorites
O 3] outiook
O

[4) Outlook Express

Advanced »

4 Previous Next » Cancel £
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On clicking the [Advanced] button , you can easily select other common folders to be backed up as well.
(@ Advanced Backup Source B3

Folders Name Size Date Modified

=18 Computer (%]} Sample Music

=0 &, Local Disk (C3)
. @ ). PerLogs
&+ | Program Files
&-[J . Program Files (x86)
- | ProgramData
=-0 L Users
& |BF Administrator
B | Default
=-0 L Public
¥ | Public Desktop
i (b Public Documents
O | Public Downloads
w0 | Favorites
= & Public Music
@0 & Public Pictures
w0 & Public videos
- L Windows
B[ &5 DVD Drive (D)
&[0 o Programs (E2)
B0 = Temp (F2)
B[ ¢y Data (G

#

- 8¢ Network
4 »
ltems perpage : 50 v Page: 1711 »
OK Cancel
The checkbox next to the files/directories shown above can be in one of the following mode:

Mode | Description

[#] | All files/directories (recursively) under this directory will be backed up

[¥ | All files/directories (recursively), except those explicitly excluded, under this directory will
be backed up. If you add files/directories to this directory in the future, they will be backed

up as well.
[T | Only the checked files/directories under this directory will be backed up. If you add
files/directories to this directory in the future, they will NOT be backed up.

(| Nothing under this directory will be backed up.

By clicking on the box es, you can change the mode s of each file/directory , in order to
backed up.

You can change the backup source anytime after creating the backup set, by clicking the [Backup Source] node of

the left panel on the [Backup Setting] dialog.

create a set of files to be
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5.3 Backup Schedule

A i Bckup Schedule 0 defines the frequency an  d the time that backup s should run automatically.

New BAckUB ST, 1 new backup schedule ' x| X

vIRunsche | pome - Backup Schedule|
Backup Sch 4 Backup
File
& Type
Daily v
Backup everyday
@ Time
At 54

Start: 23w |: 00 |»
Stop . @ on completion {Full Backup)

after houris)
perties
OK Cancel £

Cancel &

Backup schedule can be in one of the following types:

Type Description
Daily Backup J Backup Server will run everyday
Weekly | Backup J Backup Server will run on the specified day(s) of every week

Monthly | Backup J Backup Server will run on the specified day or on a day with a given criteria
(e.g. first weekend, last weekday) of every month

Custom | Backup job will run once on any particular date

For each schedule type above, backup will run at the scheduled time for a maximum of the duration specified (or
until all data are backed up if [Stop on backup completion] option is chosen). If a backup job does not finish within
the maximum duration spec ified, it will be interrupted.

Please note that you can have more than one schedule within a backup set. For example, you can have a daily

backup schedule that runs at 13:00 at noon and another daily backup schedule that runs at 00:00 at midnight.

The comb ination of these schedules effectively creates a backup schedule that runs daily at 00: 00 and 13:00
everyday.

You can change the backup schedules anytime after creating the backup set, by clicking the [Backup Schedule]
node of the left panel on the [Backup Setting] dialog.

5.4 Continuous Data Protection (CDP)

R-Backup Manager  Continuous Data Protection (CDP) feature enables files to be backed automatically at the time
when there are change s to files on local hard disks. The benefits of using CDP are:

1. Allintr a-day interim changes are bac  ked up automatically. Even if the computer breaks down completely
before users had the change to backup their data at the end of the day in logout backup reminder, all
changes within the day have been backed up safely by CDP an d no data are lost.

2. Sometimes users do not save their data in the folders designated as backup source path and thus results
in data not being backed up even when backup runs . Since CDP tracks all changes of files on local hard
disk automatically for users, all files changed by the users are automatically backed up no matter whether
the files are located in the backup source paths or not. This makes defining a backup set a much easier
task for both administrators and users.

Although CDP is a very helpful fea ture, it does have some drawbacks. For example, a memory resident program ,
which track s file changes to the file system and backs up files continuously in background , consumes both a
computer & CPU and memory resources. It can potentially slow down a compu ter considerably. For application
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servers, e.g. Microsoft Exchange Server or Microsoft SQL Server, that does not require CDP features (
transaction log backup interval of as frequent as every 1 minute to mimic a continuous backup

please turn off CDP by changing the startup method of [Control Panel]
[Continuous Data Protection (

-> [Administrative Tools]
-> [Startup type] to fimanual o.

-> [Services]
R-Backup Manager )] ->[General]

|'¢ General
Backup Source
¥ Backup Schedule

iv[. < Encryption

¢ Continuous Data Protection

In-File Delta

& Retention Policy
Backup Filter

a> | Command Line Tool

2. ExtraBac kup

M. Local Copy

W33 Options

+||=| | Continuous Data Protection

V! Enable Continuous Data Protection (local disks only)

Tirne Mark Interval : 60 minutes v
Minimum Update Interval : 10 minutes v
Type

Backup file(s) selected by hackup sources and filters

Backup all files
& Custom

v Do not backup files defined as system files

(% Backup Source
Add &
Remaove

v || E}

Properties

& Backup Filter

)

Add
Properties
Remove

E} | &

OK &  Cancel &

The following table explains all CDP parameters available within a backup set.

Parameter

Description

Enable Continuous Data
Protection (local disk
only)

It defines whether CDP is enabled in this backup set.
only backup files on local hard disks,
and network mapped drives.

Please note that CDP will
not files on floppy drives, removable drives

Time Mark Interval

It defines the interval of point -in-time views generated by CDP. For example, if
this setting is set to fi60 minutes 0, the point -in-time views selectable under R-
Backup Manager restore wizard and BACKUP SERVER File Explorer will be

fi00:00 o, fi01:00 o, f02:00 O etc, for each day.

Minimum Update Interval

It defines the minimum interval that repeatedly updated files are backed up

again. For example, if a file is updated every minute and the [Minimum Update

Interval] is set to fil0 minutes 0, CDP backs up this file every 10 minutes instead

of every minute. If you want all changes to be backed up instead, please change

this setting to  fiAlway so. However, since BACKUP SERVER keeps only 1 snapshot
of file within a single point -in-time view ( fiTime Mark Interval  0), only the last
backup file within  each point -in-time view is restorable from BACKUP SERVER,
all other interim backup files are overwrit ten automatically without notice.

Please note that this applies to all full file backup only, but not for files that are
backed up incrementally by in -file delta . To maintain a valid in  -file delta chain
for incremental delta files, BACKUP SERVER will not delete incremental delta files
automatically. If you are interested in restoring any of these snapshots backed

up, you can use the [Show all files] view to display all interim incremental

backup files.

Type

[Backup file(s) selected by backup sources and
selected, CDP will only back
and filters settings
[Backup all files]
changed files
[Custom] 1 when this optionis  selected, CDP will only back up changed files
selected by CDP backup sources and CDP backup filters settings

filters] T when this option is
up allchanged files selected by backup set sources

T when this option is selected, CDP will only back up all

Do not backup files

If this option is enabled, CDP will exclude the following files from its backup:

you can use
strategy instea d),
->
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defined as system files
1. '[WINDOWS_DIR] (e. g.C: \WINDOWS \*)
2. '[PROGRAM_DIR] (e.g. C: \Program Files \*)
3. '[RECYCLE BIN_DIR] '(e.g. C: \RECYCLER, D:\$Recycle.Bin )
4. '[ALL_LOCAL_DRIVE]: \Pagefile.sys' (e.g. C: \Pagefile.sys,
D: \ Pagefile.sys)
5. '[ALL_LOCAL_DRIVE]: \hiberfi.sys' (e.g. C: \hiberfil.sys, D: \hiberfi l.sys)
6. [ALL_LOCAL_DRIVE]: \*** \*tmp'(e.g.C: \xxx\abc.tmp,
D: \yyy \abc.tmp)
7. '[ALL_LOCAL_DRIVE]: \System Volume Information' (e.g. C: \ System
Volume Information, D:  \ System Volume Information)
8. '[APP_DATA] \ Microsoft'
9. '[APP_DATA] \Kaspersky Lab'
10. 'TAPP_DATA] \ Syma ntec'
11. '[APP_DATA] \Avg7'
12. '[APP_DATA] \Avg8'
13. '[APP_DATA] \McAfee'
14. 'T[APP_DATA] \McAfee.com'
15. '[APP_DATA] \Sophos'
16. ™ \ntuser.dat'
17. " \Application Data \Mozilla\*
18. " \Local Settings \Application Data \Microsoft \*'
19. " \Application Data \Macromedia \*'
20. '~$*.(doc|dot|ppt|x! s|DOC|DOT|PPT|XLS)'
21. "™ \Local Settings \(Temp|Temporary Internet Files|History) \*
22. "*\LOCALS~1 \(Temp|Tempor~1|History) \*
where
[APP_DATA] ="C: \Documents and Settings \All Users \ Application Data \" (XP) or
"C:\ProgramData" (Vista)
If you are interested in contributing to the maintenance of this by adding your
suggestions, please contactus .
Backup Source This option is only available when [Custom] CDP type is selected. When this
option is used, CDP will only backup the fil es under the paths defined and all
other files are ignored.
Backup Filter This defines whether any file will be backed up by CDP. When CDP type is
[Backup all files], it is only possible to exclude files from CDP backup. CDP
backup filter is similar to ba ckup set filter, please refer to Backup Filter _ section
for more information.
5.5 Encryption
Before your files are sent to BACKUP SERVER, all your files are compressed and encrypted using your choice of

encrypti on algorith m, mode and key.

New Backup Set Wizard x|

[& Encryption
Default
® Custom

Do not use encryption
Algorithm : Twofish | »
Mode : @ ECB

o cec
Key Length : 128 hits

® 256 hits

Encrypting key : R
Confirm Encrypting Key : |+

4 Previous OK @ || Cancel &3

The following table explains all encryption parameters available within a backup set.

Note :

Encryption setting s are set at backup set creation time and cannot be modified . You need to create a new backup
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set if you want to change your encryption settings for a backup set.
Parameter Description
Encryption Algorithm It defines the encrypting algorithm used to encrypt your backup files. There are
three encryption algorithms avai lable:
[AES] Advanced Encryption Standard algorithm
[DESede]  Triple DES algorithm
[Twofish] Twofish algorithm
We recommend the use of AES as it has been chosen as the encryption standard for
commercial use. Please refer to references on Cryptography for more information
about encryption algorithms
Encryption Mode It defines the encrypting mode used to encrypt your backup files. There are two
encryption modes available:
[ECB] Electronic Cook Book Mode
[CBC] Cipher Block Chaining Mode
We recommend the  use of CBC mode as it offers better security. Please refer to
references on Cryptography for more information about encryption modes
Encrypting Key The key used to encrypt all files within a backup set. Please write it down on
paper and keep it in a saf e place. If the key is lost, you will not be able to
recover your files from the encrypted backup files.
If you are not familiar with cryptography, it is recommended to use [Default] encryption. By selecting [Default],
the encryption key will be your log in password.
You can change the encryption key anytime after creating the backup set, by clicking the [Encryption] node of the
left panel on the [Backup Setting] dialog. The algorithm and mode cannot be changed however.
5.6 Mapped Network Drive
If you needto  backup a mapped network drive on Windows (it will only work in Windows NT/2000/XP/2003 /Vista ),

you must enter your Window
Windows] section as shown below. It is required because
Window & fiLocal System 0 account (which does not have the privilege
default. R-Backup Manager needs to collect your Windows username, password and domain name to authenticate

itself to the windows domain controller to acquire the required access privileges to the network files to be backed

up. If you don

G supply a username and password, R-Backup Manager will have problem s accessing network

resources in its sche duled backup J Backup Server .

If you need to backup network mapped drive in scheduled backup, please do this:

i Select the backup set from the drop down list at the top of the left panel
K
New Backup Set x[l[=] | General
Ml iGenersi (® Backup Set
- - Name : |New Backup Set
Backup Source Type: File Backup
(7 Backup Schedule (B User Authentication forWindows
&, Encryption Domain DOMAIN
= UserName :  demo
@ Continuous Data Protection Password: [~
). In-File Detta
&/ Retention Policy
Backup Filter
%> Command Line Tool
#2, Extra Backup
% Local Copy
#73 Options
OK & Cancel &
ii. Enter your Windows domain, username and password into the right panel and press [OK]

& domain, username and password into the [Network Resources Authentication for
scheduled backups will always run under the context of
s required to access network resources) by
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iii. Press the [ OK] button to save.

The steps above apply only to computers running in a Windows domain. If you don @ have a windows domain with

your network and you are usinga wor kgroup or using a NetWar emetesedpwomnmgndtp| ease u
authenticate the running backup process against the computer hosting the mapped drive. Otherwise, you will get

fAccess Denied 0 error from the backup report.

For example, i fyou wan tto backup \\SERVER\SHARE that is located on a NetWare server (or another computer in
a windows workgroup) and you are getting "Network drive is not accessible" error message, please try adding the

following command as a [Pre  -backup command]

net use \\SERVER\SHARE [PASSWORD] /USER:[DOMAIN | MACHINE_NAME] \[USERNAME]

E.g.
|
New Backup Set v |+ | =| Command Line Tool
[ ceneral @ Pre-Backup
Name : New Pre-Backup Command Line Tool >
Backup Source
ReeDl Working Directory : Change &%
1 {/ Backup Schedule Command : net use WNetware\Data password JUSER:peter
l Encryption Add B Remaove
@' Continuous Data Protection @ PostBackup
} Name : Mo post-backup command line tool defined v
[}, In-File Delta
T Waorking Directory nge -

&/ Retention Palicy ammand

Backup Filter Add B 3 u
> Command Line Taol

2. Extra Backup

¥, Local Copy
W33 Options
g
OK Cancel &
Enter one of the following commands directly into the Pre -Backup Command:

netuse \\Netware \Data password /USER: peter
netuse \\WorkgroupComputerl \Data password /USER: WorkgroupComputerl \peter

This will authenticate the current process with the NetWare server (or another computer in a windows workgroup)
and backup will then run correctly.

5.7 Backup Filter

A i Bckup Filter 0 defines the file selection rules that allow user to easily include/exclude files into/from the backup
set by applying user defined criteria(s) to the file names or directory names.

There are some basicr ules regarding backup filters:

i Filters are checked i n creation order. Once inclusion/exclusion has been identified, the remaining
filters won't be checked.

ii. Inclusion/Exclusion made by filter always take s precedence over backup source selections

iii. If all filters do not apply to a particular file, this file is then checked for inclusion/exclusion backup
source selections
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To add a new filter, press the [Add] button at the bottom of the right panel.
|
New Backup Set | | Backup Filter
\J General Name : New Backup Filter v
Backup Source Top Directory : Change @
Applyto : W File
\/ Backup Schedule | Directory
(l\ Encryption |@ Pattern Matching
@' Continuous Data Protection Tye: ® Text ( [BNds Wi |t )
) ) Unix-style Regular Expression
7 In-File Deita Pattern : | No patterns defined Add B
&' Retention Policy Ry Lﬁ’
Backup Filter -
57 Filter Mode
% Command Line Tool @ Include matched (| exclude all others )
N ) Exclude matched ( include all others )
% Extra Backup
= Add B Remoye I
¥, Local Copy
’!._:J’-, Options
0K Cancel 3
Key Description
Name The name of a filter
Top Directory The top directory to which this filter is applied. Filtering rules will be applied to
all files and/or directories under this directory.
Apply To Define whether to apply the filtering rule to files and/or directories
Pattern Matching It defines the filtering rules of a filter. A filtering rule can be of one of the
following types:
[Start s With] Include/Exclude all files/directories with name starting
with a certain pattern.
For example: _ You can use B* to match all files with
name starting with  a @dcharacter
[Contain s] Include/Exclude all files/directories with name
containing a certain pattern.
For example: _ You can use *B* to match all files with
name containing witha  d@dcharacter
[End s With] Include/Exclude all files/directories with na me ending
with a certain pattern.
For example: _ You can use *.doc to match all files with
name ending with  ddoc 6(all Word documents)
[Regular Expression] Include/Exclude all files/directories with name matching
a regular expression.
To add a new patte rn, press the [Add] button in the [Pattern Matching] area.
Filter Mode Defines whether you want to include or exclude matched files into/from the
backup set. Also, for those unmatched files, you can choose to exclude (if
include filter type) or include (i f exclude filter type) them into/from the backup
set.
Example 1:
If you want to backup only Word, Excel and PowerPoint documents in your document directory (e.g. C: \ My
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Documents), you should setup your backup filter as follows.

Top Directory =C: \My Documents

Apply To = File (true)

Matching Type = End With

Matching Patterns =*.doc, *.xls, *.ppt

Filter Mode = Include

Exclude all others =True

Example 2:

If you want to backup all files, excluding all *.exe, *.dll and *.tmp, in C: \ Applications, you should setup your

backup filter as follows.

Top Directory = C: \Applications
Apply To = File (true)
Matching Type = End With
Matching Patterns =*.exe,*.dll, *.tmp
Filter Mode = Exclude

Include all others =True

Example 3:

If you have made your select ion of files (all under C:  \) from the backup source setting but you want exclude all
images (e.g. *.jpg and *.gif) from your selection, you should setup your backup filter as follows.

Top Directory =C:\

Apply To = File (true )

Matching Type = End With

Matching Patterns =*jpg, *.gif

Filter Mode = Exclude

Include all others =false

Please note that the [Include all others] setting is not enabled because you don a want to include all other files

(NOT *.jpg, *.gif) under C: \ into the backup set.

Exampl e 4: (advanced)

If you want to include everything, except the filog o directory, under C:  \ Applications into a backup set, you should
setup your backup filter as follows.

Top Directory = C: \ Applications
Apply To = Directory (true )
Matching Type = Regular Expression
Matching Patterns ="og$

Filter Mode = Exclude

Include all others =True

Example 5: (advanced)

If you want to include all directories named filog © from the backup set files with file name starting with fiBo and
ending with fi*.doc 0 under C: \My Documents into the backup set, you can use a regular expression of
f*B.* \.doc$ 0 to do your selection. The filter backup can then be setup as follows.

Top Directory =C: \My Documents
Apply To = File (true )
Matching Type = Regular Expression
Matching Pa tterns  =7B.* \.doc$

Filter Mode = Include

Exclude all others =True
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5.8 Pre/Post-Backup Command

The [Command Line Tool] feature has two major components, the [Pre -Backup] command and the [Post -Backup]
command. You can use the [Pre -Backup] or [Post -Backup] commands to run any native OS (operating system)
commands before or after running a backup job.

Backup Setting B x|
New Backup Set v |[4|[= Command Line Tool
[3 ceneral @ Pre-Backup
Name : New Pre-Backup Command Line Tool ¥
Backup Source
AEAURSDNED Working Directory : Change &
L / Backup Schedule Command : net use WNetware\Data password JUSER:peter
ft‘\ Encryption Add [ || Remove [
@ Continuous Data Protection @ PostBackup
- MName : No post-backup command line tool defined v
). In-File Delta
-~ Warking Directary %
&/ Retention Policy Command
Backup Filter Add ] u
a(f Command Line Tool
g Extra Backup
. Local Copy

#53 Options

OK Cancel &

Both [Pre -Backup] and [Post -Backup] commands comprise of the following parameters:

Key Descri ption
Name Name of this Command
Command The command to be run
(e.g. C: \My Documents \Application.exe or C: \My Documents \BatchJob.bat)
Working Directory The directory at which this command will run
The backup set type affects the time at which [Pre -Backup] and [Post  -Backup] commands run. The following table

outlines when [Pre  -Backup] and [Post -Backup] commands will run in different types of backup set.

Backup Set Type When Pre -Backup Commands run? When Post - Commands run?
File Before uploading backup files After uploading all backup files
Non -File Backup Sets  |Before spooling backup files to After spooling backup files to
(e.g. Microsoft SQL temporary directory temporary directory (i.e. before
Server) the first backup file is uploaded)

Note: You sho uld never backup an application while it is running as this can result in inconsistent and unusable

files getting backed up. Please use the fAiVolume Shadow Copyo feature if JfvVistadre runn
make use of the Pre -Backup Command featuret o shutdown your application before running a backup job and use

the Post -Backup Command feature to restart your application after the backup job has completed.

For Example
You want to stop Microsoft Outlook using the Pre-Backup Command and restart it after backup using the  Post-
Backup Command , create the two following text files and assigned the files to Pre-Backup and Post-Backup
Command.
1. Create a text file named fAOutl ookClose.vbsod using notepad wit
Set 0bjOLK = createObject("Outl ook.Application™)
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objOLK.quit
2. Create a text file named AOutlookStart.bato using notepad wi

"C: \ Program Files \ Microsoft Office \ OFFICE11\ OUTLOOK.EXE"

5.9 Temporary directory

If you are running a file backup job with in -file delta enabled or  a database type backup job, R-Backup Manager
will generate temporary files and  the directory that will be used to store all these files are defined by [ Options ] ->
[Temporary directory for storing backup files]. Please set this to a non -system disk partit ion that has enough free

space to avoid problems.

You can set the [Temporary directory for storing backup files] to a mapped network drive. If you choose to do this,
please use a UNC path (e.g. \\SERVER\SHARE) and dond forget to configure the [Backup Set] -> [Network
Resources Authentication for Windows] setting.

5.10 Transfer Block Size

Transfer block size  defines the block size  R-Backup Manager will use to transfer your backup blocks. Generally,
backup j Backup Server using a larger block size will have bette r performance, because of the smaller number of
connections involved.

However, some firewalls or proxy servers may block out -going network traffic (HTTP/HTTPS POST method) with
large block size for security reasons. If you are in a network with this type of restriction, please lower the transfer
size value and try again.

To change the transfer block size of any backup set, please select the [Options ] node on the left panel and then

you can make changes to the [Transfer Block Size] under [Advanced Options] . After you have made your chang es,
just pressthe [ OK]button to save .

Backup Setting 1 x|

New Backup Set v /|4 | =| Options
"‘3 General (£ Temporary Directory for storing backup files

CIATEMP Change &
Backup Source
§ volume Shadow Copy

l/ Backup Schedule ¥ Enable Volume Shadow Copy

A o * Only for Microsoft Windows 2003, XP, Vista & 2008
=3 Encryption

@ Continuous Data Protection [ Advanced Options

- Transfer Block Size: 128 = khytes

| . In-File Delta

V| Backup File Permis2 -

&' Retention Policy 4

8
Backup Filter 16
% Command Line Tool 32
64
2. Extra Backup 128
256 |

. Local Copy

W53 Options

OK Cancel &
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5.11 Follow Symbolic Link (Linux/Unix/Mac only)

Under Unix/Linux/Mac, users can create a symbolic link to link a file/d irectory from another directory. This setting
defines whether you want R-Backup Manager totraverse any symbolic links encountered on your backup path.

To change the follow symbolic link  of any backup set, please select the [ Options ] node on the left panel . You can
then make changes to the [Follow Symbolic Link] by checking or un -checking the box . After you have made your
changes, just pressthe[  OK] button to save .

5.12 Microsoftd ¥olume Shadow Copy Service (VSS)

Microsoft Volume Shadow Copy Service (VSS) all ows you to backup files that are exclusively opened. Without VSS,
you will get the error message AfThe process cannot ac caaaherprocess hat Iodkes a fpodianafu s e
t h e fif you arétrying to backup a file that is exclusively opened (e. g. Outlook PST file)

Please note that VSS is only available on Windows XP / 2003 / Vista and you must have administrative privileges
to start the VSS service on a computer. Also VSS will only work if at least one of your partitions is formatted using
NTFS.

If you are running Windows 2003, please install the Windows 2003 VSS hot fix available in
http://support.microsoft.com/default.aspx?scid=kb;en -us;887827  before running VSS.

If you are running into problem s with VSS running on Windows XP /2003 , Microsoft's recommendation is to try re -

registering the Volume Shadow Copy Service again . Simply run the script [OBM Home] \bin\RegisterVSS.bat to do
Sso.
For more information, please take a look at the following page for a technical introduction to Volume Shadow Copy

Services (VSS):

http://technet2.microsoft.com/windowsserver/ en/library/2b0d2457  -b7d8 -42c3 -b6c9 -59¢145b7765f1033.mspx

5.13 Retention Policy

During backup, if R-Backup Manager finds that you have deleted a file (or updated a file) on your computer, it will

put the corresponding deleted (or updated) file already backed u p on the backup server into a retention area. The
retention policy  setting defines how long files inside the retention area will be kept on the backup server before

they are deleted automatically from the server.

Retention policy will only affect firetained o file (i.e. files that have already been deleted or updated on your
computer and thus are moved to the retention area of the backup server). For those files that have not been
updated on your computer, the backup of these files is kept in the data area on the backup server and won & be

affected by the setting of retention policy. These backup files of unchanged files will stay on the backup server
forever until the original files are removed (or updated) from your computer.
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Standard Retention Policy

The standard retention policy allows you to delete retain ed files automatically after a user defined number of days
or aftera user defined number of backupJ Backup Server . To change the retention policy setting of any backup set,
please select the [Retention P olicy] node on the left panel. You can then make changes to your retention policy

under the [Retention Policy] section. After you have made your changes, just press the [ OK] button to save .

Backup Setting x|

New Backup Set - “L”Z‘ | Retention Palicy

[3 General
‘ !

Keep deleted file(s) for |7 | v | [Day(s) |~
) Advanced

Backup Source
‘f Backup Schedule
EJP Encryption
@ Continuous Data Protection
D’ In-File Delta
o Retention Policy
Backup Filter
7;‘ Command Line Tool
'f Extra Backup
"0,- Local Copy

‘!}f} Options Remove retention files for overlap policy

oK Cancel

Advan ced Retention Policy

x
New Backup Set v \E[[._] Retention Policy
[J General 7 Keep deleted file(s) for 7 -

dvanced

\
“ Backup Source Retention Policy-1 (Type: Daily)

l//" Backup Schedule Retention Policy-2 (Type: Weekly)
3 Enonoion S
@ Continuous Data Protec Mame : | Retention Policy-3
> & Type
[l In-File Delta Weekly | v
&' Retention Policy Keep retention files for the followi Daily 2
= [7] Sunday [ Monday ]
Backup ke "I Wednesday || Thursday [Monthly
— Quarterly
| Command Line Tool | Saturday =
Yearly

. Eutra Backup Number of snapshotsto keep: |7 Custom | v =
r}ﬁ Local Copy oK Cancel
lﬁ,‘\.’} Options || Remove retention files for overlap policy

| Add @] Remove [ || Propeties &
oK. Cancel
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The [Advanced] retention policy allows you to configure a more flexible retention policy. It allows you to keep a set

of snapshots of all backup files based on the time o f the backup J Backup Server . For example, you can configure
the advanced retention policy to keep the following sets of backup files to mimic the retention policy of the old
days when you were still doing tape rotations:

E All files available within the last 7 days
E All files available on the last 4 S aturday s within the last 28 days
E All files available onthe 1 ' day of each month within the last 3 months
E All files available onthe 1~ * day of each quarter within the last 12 months
E All files available onthe 1 *' day of each year within the last 7 years
To do so, you need to setup your advanced retention policy as follows:

E Type = Daily ; Number of copy to keep =7

E Type = Weekly; Frequency = S aturday ; Number of copy to keep =4
E Type = Monthly ; Frequency = Day 1; Number of copy to keep = 3
E Type = Quarterly; Frequency = Day 1 of Jan, Apr, Jul, Oct; Number of copy to keep = 4
E Type = Yearly; Frequency = Date 01 -01; Number of copy to keep =7

Assum ing today is 17 -Jan-2006, if [Remove retention files for
snapshots ( provided you have run backup

overlap policy ] is NOT enabled, a total of 22
s daily for more than 7 years ) will be kept on the server accordingly, i.e.:

Daily Weekly Monthly Quarterly Yearly
16-Jan-2006 14-Jan-2006 01-Jan-2006 01-Jan-2006 01-Jan-2006
15-Jan-2006 07 -Jan-2006 01-Dec-2005 01-Oct-2005 01-Jan-2005
14-Jan-2006 31-Dec-2005 01-Nov-2005 01 -Jul-2005 01-Jan-2004
13-Jan-2006 24 -Dec-2005 01-Apr-2005 01-Jan-2003
12-Jan-2006 01-Jan-2002
11-Jan-2006 01-Jan-2001
10-Jan-2006 01-Jan-2000
If [Remove retention files for  overlap policy ] is enabled, only the following snapshots are kept:

Daily Weekly Monthly Quarterly Yearly

16 -Jan-2006 14 -Jan-2006 B8+—Jan—2006- 61—3Jan—2606- 01-Jan-2006
15-Jan-2006 07 -Jan-2006 61+-bee—2005- 61-0ct—2005- 01-Jan-2005
H—Jan—2006- 3t-bee—2005- B+—Nov—26065- 61—3ul-2005- 01-Jan-2004
13—Jan—2006- 24—bBee—2005- O1-Apt—2005- 01-Jan-2003
12—Janr—2006- 01-Jan-2002
H—Janr-—2006- 01-Jan-2001
10—Jan—2006- 01-Jan-2000

The weekly policy overrides the daily policy so
2006 and 14 -Jan-2006 are removed. The monthly policy overrides the weekly policy so the snapshots of 24

2005 and 31 -Dec-2005 are removed.

11 snapshots.

the snapshots of

The same applies to the

monthly,

quarterly and yearly policy

10-Jan-2006, 11 -Jan-2006, 12 -Jan-2006, 13 -Jan-
-Dec-
giving a total of
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5.14 Extra Backup (Off-Line backup, Logout Reminder)

Off-line backup is basically designed for notebook users who are off -line most of the time and cannot rely on the
backup schedule to backup regularly. The "Backup Interval* allows no tebook users to specify the interval that they
would like their data to backup. When the machine is online and this interval has elapsed, backup will run
automatically. If ~ [Off -Line Backup Alert ] is enabled, a popup message box will ask the user to confirm starting the
backup.

The [Email Notification ] setting is the number of days since the last backup that triggers the backup server to send
email notification to the client to remind him to run a n off -line backup.

When the [System Logout Backup Reminder ] setting is enabled, a popup message box will ask the user to start a
backup before logging out / shutting down Windows.

Backup Setting 3 zj

New Backup Set Extra Backup

‘J e \%_j Off-Line B'ackup Reminder
o v| Enable off-line hackup
Backup Source Backup interval : 1 v Day(s) 0 v Hour{s)

Email Notification : |7] v Day(s)

‘1/ Backup Schedule -
W Show backup reminder

(L Encryption =

= Sy System Logout Backup Reminder

& Continuous Data Protection | Enable Systerm Logout Backup Reminder
™). In-File Delta

L2 In-File Delta %, Backup

o Retention Palicy File
Backup Filter
| Command Line Tool
2, ExdraBac kup
2 Local Copy

#733 Options

OK Cancel

5.15 In-File Delta

Please refer to the  in-file delta section _for more information on this topic.

5.16 Local Copy

If you want to save an extra copy of backup data on your local hard disk (in addition to a copy of backup data
stored on the backup server) to minimize file -restoring time an d/or to provide an extra safety precaution, you can
do the following:

i Open R-Backup Manager from the System Tray (see previous sections for details)

ii. Setup your backup set (see previous sections for details)
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iii. Select [Local Copy] under your backup set

from the left panel

5,
New Backup Set v |+|=| Local Copy
m Ganeral vl (?c:pyto Local Hard Disk
"\ 2 Copyto
|47 Backup Source ‘CiLocalBackup Change @
7 Backup Schedule 4] Retention Policy
r s v Remaove deleted files in retention area
‘r-;;\ Encryption
Keep deleted file(s) for: |7 v. | day(s) »
¢ Continuous Data Protection o
- » %3 Offsite Backup iob(s) o
\_2_ In-File Delta [] Skip backing up to Ahsay Offsite Backup Server o=
o Retention Policy
Backup Filter
%> Command Line Tool
2, Exra Backup
"- Local Copy
'g@ Options
OK & | Cancel £
iv. Check the [Copy to Local Hard Disk] checkbox
V. Enter a directory to where you want an extra copy of your backup files to be stored in the [Copy to]

field provided (pref

erably a dir ectory under another hard disk)

Vi. An extra copy of backup will be saved in the [Copy to] directory when you run your backup job

Backup Log

Backup Set: New Backup Set | =

Log: 2008/08M117:03:59 | v
Type Log

I oYY SOt TOT T
Reading backup source from hard disk ...

Reading backup source from hard disk ... Completed
Start running local hackup

Reading local hackup files from hard disk
Downloading server file list ... Completed

Reading local hackup files from hard disk ... Completed
[Local Copy] Getting all files which have heen added
[Local Copy] Getting all files which have heen updated
[Local Copy] Getting all files which have heen deleted
[Local Copy] Getting all files which have heen moved
[Local Copy] Total New Files=3

[Local Copy] Total New Directory= 2

[Local Copy] Total Updated Files=0

[Local Copy] Total Update File Permission=10

[Local Copy] Total Deleted Files=0

[Local Copy] Total Delete Directary=0

[Local Copy] Total Moved Files =0

[Local Copy] [New Directory] ... C:\

[Local Copy] [New Directory] ... CMtest

[Local Copy] [New File] ... 4% of "C:\testitest exe"
[Local Copy] [New File] ... 5% of "Citestitest.exe”
[Local Copy] [New File] ... 7% of "C:\testitest exe"
[Local Copy] [New File] ... 8% of "C\testitest.exe”

St RERRERERRE R

Logs perpage : 50 v

Show : All v

Time

2008/08/11 17:04:11
2008/08/11 17:04:11
2008/08/11 17:04:11
2008/08/11 17:04:11
2008/08/11 17:04:11
2008/08/11 17:04:12
2008/08/1117:04:13 —
2008/08/11 17:04:13
2008/08/1117:04:13
2008/08/11 17:04:13
2008/08/11 17:.04:13
2008/08/11 17:04:13
2008/08/11 17:04:13
2008/08/1117:04:13
2008/08/11 17:04:13
2008/08/11 17:04:13
2008/08/11 17:04:13
2008/08/11 17:04:14
2008/08/11 17:04:14
2008/08/1117:04:14
2008/08/11 17:04:14
2008/08/1117:04:14
2008/08/11 17:04:14 v

Page: 115 =

Close
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If you want to  make local copy to a directory located on a NetWare server (or another computer is a windows
workgroup) and you are getting "Network drive is not accessible" error message, please try adding the following
command as a [Pre -backup command]

net use \\SERVER\SHARE [PASSWORD] /USER:[DOMAIN | MACHINE_NAME] \[USERNAME]
E.g.

C:\> netuse \\Netware \Data password /USER: peter
C:\> netuse \\WorkgroupComputerl \Data password /USER: WorkgroupComputerl \peter

This will authenticate the current process with the NetWare server (or another computer is a win dows workgroup).
Backup will then be allowed  to run correctly.

How to restore fiLocal Copy 0 files

fiLocal Copy 0 files are stored in the [Copy to] directory (under [Local Copy] setting) . To restore backup files, please
do the followings:

1
i Pressthe '~ buttonon the main page of R-Backup Manager dialog.
ii. Select the required [Backup Set] from the list and press [Next] to proceed.
ii.  Fillin the [Source Directory] (directory where fiLocal Copy o0 files are stored) and [Destination
Directory] (directory to where you want fiLocal Copy 0 files to be restored)
x|
® Show files as of Job : | Current v Show all files
Folders Name Size Date Modified
= & Backup Server ¥ [ testexe 473k 2008/06/23 17:59:45
20 C1 @ @) testmp3 882M  2008/07/17 10:12:29
@ ) test @ £ testbd 3k 2008/06/23 18:33:03
Items per page : |50 v Page: [1/1 =
(5 Decryptfile(s) to
Original location
® Original location
Alternate location : %
"] Restore file permissions
4 Previous StartDecrypt b Cancel

iv.  Click [Start Decrypt ], and when it finishes you can see something similar to the following on the
screen:
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Decrypt Local Copy Wizard x|
® Show files as cfgabr Comont = = =
x
Folders te Modified
=] a Backup § - 6/23 17:59:45
B-@ @ CA ’L DecetBiograss, 717 10:12:29
o 6/23 18:33:03
Decrypt Completed Successfully
Estimated Time Left: 0 sec
Dectypted : 0(0file)
Elapsed Time : 0sec
Transfer Rate : Obit's
Items per page : Page: 111 | =
5 Decryptfi
Original locati
® Original loc
() Alternate Ic Gh
Viewlog B | Close
file
4 Previous Start Decrypt » | Cancel
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5.17 Using One Backup Account for Multiple Computers

R-Backup Manager allows you to backup multiple computers using a single backup account . To backup multiple
computers, Yyou need to create a different backup set to backup each individua | computer and to configure the
[Run scheduled backup on this computer] checkbox , which is placed under the [Backup Schedule] node
Backup Setting x|

News Backup Set v |+ =| Backup Schedule

\J General V! Run scheduled backup on this computer

Backup Source
| ff’q Backup Schedule
L Encnyption

Continuous Data Protection

[}, In-File Delta
& Retention Palicy

Backup Filter
&> Command Line Tool
', EBxdra Backup
¥, Local C opy
53 Options

Add- 3 W

OK & - Cancel £

For version 5.2 or above

Since the computer that created th e backup set will have its computer name associated with the backup set. The
backup scheduler running on each computer will only run backup sets with the same computer name as itself.
Thus, you just need to make sure that all your computer names using a si ngle backup account are unique.

For version 5.1 or Earlier

You must configure  R-Backup Manager on each computer that it only runs scheduled backup for the intended
backup sets only. If this is not setup properly, scheduled backup job of the same backup set from different
computers will both be started. This will result in lots of checksum errors and files being deleted on the backup

server.

To allow multiple computers to be backed up under a single backup account, you are required to do the following
for ea ch computer  thathasinstalled R-Backup Manager wunder the same backup account :

i Logon to one of the computers that has R-Backup Manager installed u nder the same backup
account .

ii. Open R-Backup Manager and select a backup set that is not intended to run on thi s computer from
the left panel

iii. Make sure that the [Run scheduled backup on this computer] checkbox on the right panel is not
checked.

iv.  Repeat the previous step for the rest of the backup sets that are not intended to run on this
computer .

v. Repeatstep s ii toiv for each computer that has R-Backup Manager installed under the same

backup account

IMPORTANT _ If you create a new backup set or want to backup an  other computer using the same backup account
at a later date  (this implies that you need to create an add itional backup set under this backup account for the
new computer), please make sure to repeat the procedure above ( i.e. uncheck the [Run scheduled backup on this
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computer] checkbox for the added backup set) for each computer
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Backing Up Files

This chapter describes how files are backed up by R-Backup Manager to the backup server

6.1 How files are backed up

The diagram below describes how R-Backup Manager backup your files.

Backup Operations:

1. Collect all files which are new or have
been updated since last backup

2. Each of these files is zipped,
encrypted and securely backed up
to Online Backup Server through
Secure Socket Layer (SSL)

User& Computer Backup Server

Authentication
User Directory parmeters & [ Backup Directory

Zipped & encrypted fies Zipped &

Mary Raw Encrypted aresentin 5L Encrypted
—_1 File File File
L] | Data ’—» i

John
[

Online Backup Manager can be configured All users' files are encrypted by a

to start automatically every night. All user world's first class 128-bit encryption
files created/updated during the day will algorithm with a user defined encrypting
then be backed up to the backup server on the key. File content is meaningless to
same night without any user intervention. everyone except the user.

Run backup at scheduled time automatically

Once you set yo ur backup scheduled, a backup job will be started automatically to perform backup operation for
you at your absence. You can have backup running at your scheduled time as often as you want (e.g. twice a day
or hourly during office hour) without requiring doing any extra work.

Incremental Backup

Unchanged files are already backed up to server and need not to be backed up again. R-Backup Manager  will pick
the new or updated files from your backup set files and upload only these files to the server. It signifi cantly
reduces the time required to perform the backup operation since most users update less than 5% of their total

data each day.

Compress and encrypt data automatically

Data are compressed and encrypted before they are uploaded to the server. Not only d oes it reduce the storage
space to keep you backup files, it also ensures the privacy of your data.

File Retention Policy

The built -in file retention policy allows you to access multiple versions of the same file or even deleted files from
your backup set.  Backup files are put into a retention area before they are removed from the server. If you want

to get back a deleted file (or you want to get back the previous versions of an updated files) within the retention

period, these files will always be availabl e in the retention area. This feature is particularly useful when you have
accidentally deleted a file or incorrectly updated a file within the file retention period (file retention period is user
customizable).
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6.2 Backup files

You can backup your data to

directly to the backup server

BACKUP SERVER by following instructions below.

i Open R-Backup Manager

ii. Right click R-Backup Manager icon available in th

a. To start setting up backup sets, click the
b. On the left panel, press the

c. Enter a name for your backup set

e system tray and choose [Open]

et

button to open the [Backup Sett ing] dialog.

button to create a new backup set.

New Backup Set Wizard i x|

[ Backup Set
Name : | New Backup Set

Type

File Backup

AR

Lotus Domino Server Backup

Lotus Notes Client Backup

MS Exchange Server Backup

MS Exchange Mail Level Backup

MS SQL Server Backup

MySQL Backup

Oracle Database Server Backup v

Next » Cancel £

d. Select the files/directories you want to backup

New Backup Set Wizard E x|

(& Desktop

R | & 0

o o

{5 My Documents
¢ Favorites
|&] outlook

[4) Outlook Express

Advanced »

4 Previous Next » Cancel £
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Press [Advance] to add more files to the backup set.

JAdvanced Backup Source

Folders

=% Computer

=0 &, Local Disk (C3)

. PerfLogs

Program Files

, Program Files {(x86)

. ProgramData

. Users

O [EF administrator

= Default

=0 Public

. Public Desktop
4 (b Public Documents
<0 . Public Downloads

= | Favorites
4 Public Music
O & Public Pictures
O & Public Videos

- 1 Windows

&[] &3 DVD Drive (D)

B[ o Programs (E2)

[ ¢ Temp (F2)

[0 ¢ Data (G)

2 Network

Na
. Sample Music

(7]}

0-E-E-8-E
0oooo

7H =, >

Items per page : |50

v

me

Size Date Modified

Page: 171 »

OK Cancel

New Backup 5¢ Add new backup schedule

MIRUNSEhe | wame: [Backup Schedule|

4, Backup
File

Backup Sch

& Type
Daily
Backup everyday
@ Time
At
Start: |23 | »|: 00
Stop : @ on completion {Full Backup)

O after |3 v

v

hour(s)

0K Cancel £

X

pperties

Cancel &

Set the backup schedule (Note: You can have more than one schedule in a back

x|

set to be the same as your backup account

[ Encryption
Default
® Custom

x|

") Do not use encryption
Algorithm :  Twofish  »
Mode : ® ECB

2 CBC
Key Length : () 128 bits
®) 256 hits
Encrypting key
Confirm Encrypting Key :

4 Previous 0K Cancel £

up set) .

Set the encryption algorithm, encryption mode and encrypting key for this backup set
(Hint: For the sake of simplicity, just select the [Default] radio button (your
password ).

encrypting ke yis
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iii. Run Backup
a. Press the [Backup] button on the main page of R-Backup Manager dialog.

b. Select the backup setyo uwanttorun and s elect [Offsite Backup Server] to start backing up
your filesto BACKUP SERVER. If applicable, you can change the In - File Delta Type also.

Backup Options 1 x|

(® Backup Set
New Backup Set v

%, Backup
File

@ Backupto

@ Offsite Backup Server
& Local Hard Disk {Local Copy)
Local Hard Disk {(Seed Load Utility)

e

(£ In-File Delta Type
Full
Differential

@ Incremental

(s]7¢ Cancel 28 = Options

(o Press [OK] to start the backup job.

Note:

1. You can have more than one backup set in a backup account.

2. Please write the encrypting key down on paper and keep it in a safe place. If you lose your encrypting key,
you will not be able to restore your backup files.

6.3 Backup files to removable hard disk (seed loading)

If you have a lot of data (e.g. 300GB) to backup to the backup server, it would take a considerable amount of time

to perform the first full backup through the Internet. If you run into this problem, you can use the Seed Loading

Utility to ba ckup your backup set to local hard disk (instead of directly to the backup server) and then transport

the backup data, using removable hard disk, to BACKUP SERVER. The administrator can then load all your backup
files from your removable hard disk into you r backup account. This could then save you days (even weeks) of
performing your first full backup. Since subsequent backup will be incremental backup (only new or updated files

will be uploaded to the server) you should have no problems uploading your backup data afterwards.

To perform seeding loading, please do the following:
i Open R-Backup Manager from the System Tray (see previous sections for details)
ii. Setup your backup set (see previous sections for details)

iii.  Select the backup set you want to run and s elect [Local Hard Disk (Seed Load Utility)] to start
backing up your files to local hard disk . In the field under the option, e nter a directory where you
want all backup files to be stored
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Vi.

Backup Options L

[®; Backup Set
New Backup Set v

42, Backup
File

& Backupto
(1 Offsite Backup Server
& Local Hard Disk (Local Copy)
@ Local Hard Disk (Seed Load Utility)

CATEMP Change %

[, In-File Delta Type
Full

OK Cancel 3

=l Options

Please make sure you have enough free space in the directory specified. If you are going to

transport a removable hard disk
removable hard disk here.

Press the [OK] button  to start the backup job.

You should get the message
are spooled to the directory you specified.

Backup to local hard disk {Seed Load UEility) -
1

" Backup Progress

Backup Completed Successfully

fiBackup Completed Successfully

x|

Estimated Time Left: 0 sec

Spooled : 9.29M (3 files)
Elapsed Time : 16 sec
Transfer Rate : Ohit's

View log

B

Close 3

Transport the data in the specified directory

to BACKUP SERVER, please enter a directory under your

0 as shown below after all backup files

to BACKUP SERVER.
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Restoring Files

This chapter describes different ways files can be restored from the backup server

Itis very importantto write down your encrypting key on paper and keep it in a safe

place because there will be no way to restore your b ackup files if you lose your
encrypting key.

7.1 Restore backup files directly from backup server

You can use either R-Backup Manager or the web restorer to restore backup files from the backup server.

Using R-Backup Manager

You can restore your data from th e backup server by following instructions below.
i Open R-Backup Manager from the System Tray (see previous sections for details)
ii. Select the [Restore]  button on the left of the main page of R-Backup Manager dialog.

iii. Select the backup set from which you would like files to be restored from the list.

x

Please selectthe backup set

New Backup Set
New Backup Set (2)

Next » Cancel £
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iv.  Select the snapshot of your backup files that you would like to restore from the backup server by

using [Show files after Job] drop do wn list
X
® Show files as of Joh : 2@03!08111717156:37 v ) Show all files
Fo|d9r§ 2008/08/11 17:56:37 | Name Size Date Modified
=} a Backup Server ¥ 1 v 'testbd 3k 2008/06/23 18:33:03
B[4 s C test.exe 473k 2008/06/23 17:59:45
M ) test @ testmp3 8.82M 20080717 10:12:29
[£] testbd 3k 2008/06/23 18:33:03
Iltems per page : §U e Page: 1/1 | v
[£= Restorefilesto
‘@ Original location
) Alternate location : Chani et
["| Restore file permissions
4 Previous Start Restore b | Cancel

V. Use the [ Change ] button to select the directory to where you want files to be restored (or simply
select [Original location] to restore files to their original path)

vi.  Selectthe files that you would like to restore and press the [ Start Restore] button  to start.

vii.  Files will be restored automatically as shown below (a file won G be downloaded from the backup
server again if an identical file exists on local path already)

(®)Restore T x|
® Show files as of Job Ml x|
LS /1” Restare Progress ifed
= 6 Backup Server | | J8:33:03
([ s C2A 7:59:45
M ) test 0:12:29
Restore Completed Successiully 8:33:03
100%
Estimated Time Left: 0sec
Downloaded : 0{0file)
Elapsed Time : 0sec
Transfer Rate : Ohit's
ltems per page : 50 b
% Restorefiles to
& Original location
) Alternate locatior Viewlog [ Close & |ue &
|| Restore file permissions
4 Previous || StartRestore b | Cancel
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Restore backup files from removable hard disk

If you want to restore lots of backup files from the backup server and you find it too slow to restore all your

Backup files from the backup server through th e internet. You can ask us to send you all your  backup files in
removable hard disk (or CD/DVD). However, all backup files stored on backup server are in encrypted format. You
need to decrypt them back to their original format before you can use them. To d ecrypt your backup files from

removable media, please do the followings:

i Open R-Backup Manager from the System Tray

ii. Press the L button to start the [Decrypt Files Wizard].
ii. Usethe[ Change ] button to locate the fifiles 0 directory (removable hard disk or DVD ) which

contains the backup files that you want to decrypt

(@ Decrypt Files Wizard > x|

Please enter the path to the [files] folder which contains the backup files that you want to decrypt.
CATEMPlocalhostidemotfiles Change %

Next »  Cancel £

iv.  If you have more than one backup set under the fifiles o directory, select the [Backup Set] which
contains the backup files that you w ant to decrypt
]

Please selectthe backup set

New Backup Set

4 Previous Next » | Cancel &

V. Select the snapshot of your backup files that you would like to restore from the removable media
by using [Show files after Job] drop down list
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(@ Decrypt Files Wizard 3 x|
® Show files as of Job : |Current > *) Show all files
Folders fourrent |8 Name Size Date Madifed
= ] Backup Server 2008/08/11 18:50:21 [
-0 C1 2008/08/11 18:49:01 |
O test
ltems perpage: 50 | v Page: - | v

¢ Decryptfile(s) to
Original location
(@ Original location
Alternate location : M S

"| Restore file permissions

4 Previous Start Decrypt » Cancel

vi.  If you want to see all the different versions of all files (shown as gray below), just choose the

[Show all files] radio button on the [

Files, which are shown in gray below (e.g.

removable media  (but you can still restore these files ).
l
7 Showfiles as ofJob @ © ® Show all files
Folders Name Size Date Modified
B 8 Backup Server O [£) Copy of testbd 3k 2008/06/23 18:33:03
B CA O Ml testexe 473k 2008/06/23 17:59:45
) test 0 @) testmp3 8.82M  2008/07/17 10:12:29
O [F) testtt 3k 2008/0623 18:33:03
Items per page : 50 v Page: [1/1 | >
5 Decryptfile(s) to
Original location
® Original location
) Alternate location : M| I L

("] Restore file permissions

< Previous Start Decrypt »  Cancel £

Decrypt Files Wizard ] dialog .

test.exe), are being stored in the retention area on the

vii. Usethe[ Change ] button to select the directory to where you want files to be restored (o r simply

select [Original location] to restore files to their original path)

vii. Pressthe [Start Decrypt ] button to start restoring. When it finishes, you will see a screen similar to

the following:
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ecrypt Files Wizard x|
) Showfiles as pilabetuaoat - & Chows all filan
X
Folders te Modified
=] B Backup 8 1;, 6/23 18:33:03
- C\ g _oovoiProgress 6123 17.:59:45
e 7IN710:12:29
6/23 18:33:.03
Decrypt Completed Successfully
100%
Estimated Time Left: 0sec
Decrypted ; 3.47K (1 file)
Elapsed Time : 0 sec
Transfer Rate : Ohitis
ltems per page : Page: 111 | »
{5 Decryptii viewlog [ | Close @
Original locati
@ Original loc
) Alternate Ic \AREE
stable. Low Cost. Brandahle. b file permissions
4« Previous || StartDecrypt b | Cancel &

7.2 |IP addresses Restriction for Online Restore

Online file restor e operation can be restricted by IP addresses. You can ask us to restrict online file restor ation for

your backup sets by IP addresses to only allow people from authorized IP addresses to restore files from the
backup server.
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8

In-File Delta Technology

The chapter describes whati  n-file delta technology is and how in -file delta can be used to backup large database
files (e.g. a 10GB Outlook.pst file) without uploading the whole database file everyday.

8.1 Overview

In-file delta technology is an advanced data block matching algorithm which has the intelligence to pick up
change s (delta) of file content between two files. Using this algorithm, daily backing up of large file s (e.g. a 10GB
Outlook.pst  file) over low -speed internet connection is made possible because it requires only the changes of
information (should be marginal) since the last backup to be sent over a low -speed internet connection to
complete the backup of a large file (here we assume that the full backup of the file has been saved on the backup

server already).

This is what w ill happen in the backup of a 10GB Outlook.pst file when it is backed up by R-Backup Manager with
in-file delta technology.

i. The whole files (10GB), along withit s checksum file, are  backed up to the backup server. This can

be done directly through the internet or indirectly using the seed loading utility  on a removable
hard disk.
i. When backup runs again late  r (normally the next day), R-Backup Manager will download a
checksum listing of all data blocks of the full backup file (or last incremental backup file) from the
backup server and use it to pick up all changes that have been made to the current Outlook.ps tfile .
ii.  Changes detected are then saved in a delta file which is uploaded to the backup server. A new
checksum file is generated and is also uploaded. (This delta file is assumed to be small because the

content of PST files doesn G change a lot during dail y usage)

iv.  Subsequent backups of this 10GB Outlook.pst file will go through step ii and step iii again. As
explained, only a small delta file and checksum file will be uploaded to the backup server.

V. With in -file delta technology, daily backing up of large f ile over low -speed internet connection is
now possible
Incremental in -file delta type

Incremental Delta will facilitate ease of backup. The delta is generated by comparing with the latest uploaded full

or delta file. The delta file generated is the smalles t possible and uses the least bandwidth during backup. For
restoration, the full file and all delta files up to the required point -in-time is required to restore the file to a specific
point -in-time.

Example : | f you are adding around 100MB changes to a 10G Outlook.pst everyday.
After the first full backup job , R-Backup Manager will continue to generate and upload delta files instead of

uploading the full file until either one of the following two rules are true:

a) Number of deltas generated since the last ful | backup is greater than the [N o. of Delta] setting
b) The delta ratio (the ratio of the delta file size against the full file size) is greater than the [Delta Ratio]
setting
Using incremental delta, the delta generated by comparing the current file with the latest uploaded full or delta file

isaround 1 OOMB.

Since the delta file size is around 100MB daily, the delta ratio (around 1%) will not trigger a full file upload.

Instead R-Backup Manager will continue to generate and upload delta files until day 102 ( assuming the full file was
uploaded on day 1) when the number of deltas generated exceeds the [No. of Delta] setting and triggers the
upload of the full Outlook.pst file. You can disable the [N o. of Delta] and [ Delta Ratio] if you don & want to upload
the full file.

All delta files are generated with respect to changes made since the last incremental or full  backup. This means
that the last full backup file and ALL incremental delta backup files are required to restore the latest snapshot of a
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backup file.

Differential in -file delta type

Differential Delta will facilitate ease of restore. The delta is generated by comparing with the latest uploaded full
file. The delta file generated grows daily and uses more bandwidth during backup. For restoration, the fu Il file and
a single delta file is required to restore the file to a specific point -in-time.

Example : | f you are adding around 100MB changes to a 10G Outlook.pst everyday.

After the first full backup job , R-Backup Manager will continue to generate and uplo ad delta files instead of
uploading the full file until either one of the following two rules are true:

c) Number of deltas generated since the last full backup is greater than the [N o. of Delta] setting
d) The delta ratio (the ratio of the delta file size agai nst the full file size) is greater than the [Delta Ratio]
setting

Using differential delta, the delta generated by comparing the current file with the latest uploaded full file is around
100MB forthe 1 * delta, 200MB forthe 2 ™ delta, 300MB for the 3 " delta and so on

Since the delta file grows by 100MB daily, the delta ratio for day 52 (delta file size is approximately 51x100=

5.1GB, assuming the full file was uploaded on day 1) being over 50% exceeds the [Delta Ratio] setting and
triggers the upload of the full Outlook.pst file. You can disable the [N o. of Delta] and [ Delta Ratio] if you don &
want to upload the full file.

All delta files are generated with respect to changes made since the last full backup file (i.e. differential backup).
This means th at only last full backup file and the last delta file are required to restore the latest snapshot of a
backup file. This means that other intermediate delta files are only required if you want to restore other snapshots
of a backup file.

Differential in-file delta backup has the benefits that a corrupted delta file would only make one particular version

of a backup file non -recoverable and all other backups created by other delta files of the same file  would still be
intact.
' |

Mew Backup Set v [l | | In-File Delta

iJ General ¥l Enable In-File Delta

Backup Source Block Size : Auto v  Bytes

# Backup Schedule 2, Applyto files

Minimum Size : |25 ¥ Mbytes
i[l\ Encryption -
s 4 In-File Delta Type
@ Continuous Data Protection Default: |Incremental %
D In-File Delta AGYAN08 o
a! Retention Palicy &5 Upload full file when
! No. of Delta = 100 v
or
Backup Filter v Delta Ratio*= 50 = %

e 7 SRS SR B * Delta Ratio = Delta File Size / Full File Size
&> | Command Line Tool

3. Extra Backup
% Local Copy

#7353 Options

OK @  Cancel &
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8.2 Block Size

The block size defines the size of data block being used to detect the changes between the last full or delta backup
file and the file  sitting on the local computer right now . In general, t he smaller the blo ck size, the more likely a
matched data block can be found between the last backup file and the file on local computer. It, therefore,
produces a smaller delta file  but it would require more processing power to detect these changes . On the other
hand, in -file delta backup running with larger block size will run faster but this will generally produce a larger delta

file.

In most case, the default setting [Auto] will choose the optimal block size for each file (depending on the size of

the file) for you.

8.3 Minimum File Size

The [Min imum Size] setting defines the smallest file size a file must have before the use and application of in -file
delta backup technology.

If the size of a file that is being backed up is smaller than the  [Minimum Size] setting , in-file delta backup
technology won & be applied to this file and the whole file , instead of just the delta file, will be uploaded to the
backup server. It is not necessary to perform in -file delta backup on small files because backing up the whole file

doesn & ta ke too long anyway. Backing up the whole file instead reduces the time required to restore a backup file.

8.4 Uploading full file again

No. of Delta

The [No. of delta ] setting defines the maximum number of delta files from the same full backup file to be
gene rated and backed up to the backup server before a full backup (the whole file) of this file is uploaded to the
backup server instead.

For example, i f you have created 100 delta files from the full backup file already and the [No. of delta ] setting is
set to 100, the next backup will upload a full backup file (the whole file) instead of just the delta file . However, i f
the [No. of delta ] rule is disabled, it will  keep generating delta file s and upload ing these delta files to the backup
server until the othe r delta rule forces a full backup (i.e. delta ratio exceeded) . This setting is here to make sure
that there will always be a full backup file after a certain number of delta files have been generated

Delta Ratio

The [Delta Ratio] setting is defined to be the size of a delta file divided by the size of its full backup files (i.e. the

percentage of changes detected between the last full backup file and the current file).

If the delta ratio calculated from the size of the generated delta file and the size of the full backup file is greater
than the [Delta Ratio] setting, the whole file, instead of just the delta file, will be backed up to the backup server.
It is done this way because the difference between backing up the whole file and the delta file is not significant and

it is better to upload the whole file instead to reduce the time required to restore the file.

The default setting of [Delta Ratio] is 50%. This means that if a file changes by  more than 50%, the whole file,
instead of just the delta file, will be backed up and uploaded to the backup server.
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8.5 Advanced In-file delta type

The [In -file delta] -> [Advanced] setting allows user
number of days (e.g. all Sundays or the 1
to be incremental but you want to do

on the 1% day of every month. If you want to do this, simply
File Delta Type Setting] dialog will be popped up as

Advanced In-File Delta Type Setting 7 , LI

;J Weekly Variation {Override Default Setting)

shown below.

v Saturday Differential | =

5] Yearly Variation (Override Weekly Variation or Default Setting)

V| January Full v V) July Full v
v Fehruary Full ¥ | V| August Full v
v March Full v v Sepember Full v
v April Full v V| October Full v
W May Full v V| November  Full .
v/ June Full v V| December Full Y.

e Day: 1 v

OK @ | Cancel £

With this setting, all backup J Backup Server on Saturdays will be differential in
1% day of each month will run a full backup.

s to override default in
st day of each mont h). This is useful if you want all in
a differential in  -file delta backup on S atur days as well as the

-file delta type when on a certain
-file delta backups
full file backups

press the [Advance d] button and the [Advanced In -

-file del ta backups, backups for the

This ensures that all backup files will be backed up in full at a regular

nefit is

interval. One benefit of this is that restore time will run faster because of less delta merging. Another be
that the risk of a corrupted incremental delta file resulting in data loss is much lower because a full backup is
always available periodically.
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Backup/Restore Oracle 8i/9i/10g

This chapter will describe in details how R-Backup Manager backup your Oracle Database Server

restore an Oracle database using the backup files.

9.1

Requirements

R-Backup Manager must be installed onto the computer that can connect to your Oracle Database
Server using TCP/IP protocol.
Data from Oracle database w  ill be backed uptoa  temporary directory  before they are sent to

BACKUP SERVER. Please make sure you have sufficient space on your computer to store these data

when you run the backup job.

Database must be in archived log mode

To switch database to archi  ved log mode, please do the following:

a. Set the parameters below in the PFILE to enable automatic archiving
LOG_ARCHIVE_DEST =[ directory where archive redo logs will be stored

LOG_ARCHIVE_FORMAT = 'log%t_%s_%r.arc'
LOG_ARCHIVE_START = TRUE

b. SetORACLE_ SID t o your databaseds System
export ORACLE_SID=GDB1 (assumingyour dat ab aSki$ SDB1)
c. Run SQL Plus and connect to database as SYSDBA

For Oracle 9i/10g
sqlplus "/ as sysdba"

For Oracle 8i

connect internal;

d. Shutdown database

shutdow n immediate

e. Start and mount database

startup mount

f. Switch database to archived log mode

alter database archivelog;

g. Open database

alter database open;

Il dentifier

Oracle 10g Example:

$ export ORACLE_SID=GDB1

$ sqlplus "/ as sysdba"

SQL*Plus: Release 10.2.0.1.0 - Production on Thu Nov 8 15:08:57 2007
Copyright (c) 1982, 2005, Oracle. All rights reserved.

Connected to:

Oracle Database 10g Enterprise Edition Release 10.2.0.1.0 - Production
With the Partitioning, OLAP and Data Mining options

SQL> shutdown immedi  ate

Database closed.

Database dismounted.
ORACLE instance shut down.

and how you can

(S D)
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SQL> startup mount
ORACLE instance started.
Total System Global Area 285212672 bytes
Fixed Size 1218992 bytes
Variable Size 96470608 bytes
Database Buffer s 184549376 bytes
Redo Buffers 2973696 bytes
Database mounted.
SQL> alter database archivelog;
Database altered.
SQL> alter database open;
Database altered.
iv.  JAVASYSPRIV role is granted to system account
You can grant thisr  ole to system account by executing:
h. Grant permission to system account
For Oracle 9i/10g
SQL> grant javasyspriv to system;
For Oracle 8i
SVRMGRL> connect internal
SVRMGRL>@?/javavm/install/initivm.sql;
SVRMGRL> @?/rdbms/admin/catalog.sql;
SVRMGRL>@?/rdbms/admin/catproc.sql;
SVRMGRL> @?/javavm/install/initdbj.sql;
SQL> grant javasyspriv to system;
Oracle 9i/10g Example:
SQL> grant javasyspriv to system;
Grant succeeded.
9.2 Overview
R-Backup Manager will backup your Oracle database by taking the following steps.
i Connect to the Oracle database using SQL*NET over TCP/IP
ii. Run all Pre -Commands of this backup set
iii. If the backup type to run is [Database Backup type],
a. all data files in each of the tablespace(s) selected are copied to the temporary directo ry
specified by this backup set
b. if there are temporary files in the database, the script to re -create the temporary files are
generated to a file located in the temporary directory specified by this backup set
c. all non -default initialization parameters will be spooled to an initializing file located in the

temporary directory specified by this backup set

d. all control files will be copied to the temporary directory specified by this backup set

e. all archived log files will be copied to the temporary directory sp

ecified by this backup set
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iv.  If the backup type to run is [Archived Log Backup type],
a. all archived log files will be copied to the temporary directory specified by this backup set
V. Run all Post -Commands of this backup set
vi.  Upload all files copied to the tempo rary directoryto  BACKUP SERVER
vii.  Remove temporary files from the temporary directory
Note:
If your Oracle database is running on Windows, please install R-Backup Manager onto the company running the

Oracle database if R-Backup Manager is to backup this Orac le database. This would shorten the time required to
backup the Oracle database.

9.3 How to backup an Oracle Database (Physical Backup)

Please follow the instructions below to backup your Oracle database to BACKUP SERVER.
i Install R-Backup Manager onto your ¢ omputer .

ii. Open R-Backup Manager .
Right click R-Backup Manager icon available in the system tray and choose [Open]

Open

Backup »
Backup and Logoff »
Backup and Restart »
Backup and Shutdown »
Backup and Standby ~ »
Backup and Hibernate »

Help
StopRunning Backup »

Exit —
'_mﬁg 15:06

iii.  Create a backup set

a. To start setting up backup sets, click the ' button to open the [Backup Setting] dialog.
b. On the left panel, press the button to create a new backup set.

c. On the dialog , choose [Oracle Database  Server Backup] as the [Type].

New Backup Set Wizard

[ Backup Set

Name : | New Backup Set

Type: File Backup S
File Backup -
Lotus Domino Server Backup {
Lotus Notes Client Backup
MS Exchange Server Backup
MS Exchange Mail Level Backup
MS SQL Server Backup

MySQL Backup

Oracle Datahase Server Backup D

Next » Cancel £3
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d. Enter a name fory  our backup set

e. Enter the system password, the Oracle Database Server Host Name, TNS Port and SID

f. Select the tablespace(s) you want to backup

g. Set the backup schedule for database backup and archived log backup

Note: You can have more than one schedule in a backup set, i.e. you can perform intra -day
transaction | og backup by adding more than one daily transaction log backup schedule to
your backup set.
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